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BBEAEHUE

HacTosiee pykoBoACTBO NO 3KCnnyaTaumMm npegHasHavyeHo ans cneumanncTos,
OCYLLECTBNALMNX NYyCKO-HanagouHble paboTbl cynTbIBaTENEN NOKa3aHNN BOAOCHETYMKA
LPWAN u cogepXuT TeXHMYECKoe ornMcaHue yCTPoONCTBa, onvcaHne gyHKLMOHaNbHbIX
BO3MOXHOCTEN, UWHTEp(encHonm YacTu, nporpaMmmbl KOHdUrypaTopa, CeTeBOro
npoTokosia obmMeHa ypoBHA NPUSTOXKEHNS, a TakKe OpYrnx cBeAeHun, HeobxoammbIX Ans
npaBUITbHOM 3KCNIyaTaumm yCTponcTaa.

1. TEXHWYECKOE OIMNCAHUE
1.1. Has3HauyeHwue

CuntbiBaTens nokasaHun BopgocyéTynka LPWAN (panee - cumtbiBatenb)
npegHasHavyeH [Ans UCMNofb30BaHMS B CUCTEMax aBTOMaTM3MpOBaHHOrO cbopa,
KOHTpons 1 ydeTa aHepropecypcos (ACKYOP).

CuntbiBaTENbL NPOM3BOANT NOACHET 060OPOTOB MOOYNAPHOro ANCKa BOLOCHETUMKA
N nepegaeT namepeHHbole 3Ha4vyeHnda no cetn LoRaWAN.

1.2. ®yHKUMMN

CuunTbiBaTEND BLINOMHAET criegytoLle QyHKLUMK:

e oacyéT o00opoTOB B 00OOMX HanpasfeHUAX MOAYNSAPHOro Aucka
BOJOCHETYMKA;

e BeJEeHMe XypHamnoB: YacoOBOro, CyTOYHOro, MECSIMHOro, COObLITUN;

e ukcupoBaHme B XypHarne ¢aKkToB NOSIBNEHUS NPOTEYKWU, MPOpbLIBA,
YCTaHOBKM MarHuTa, Ae€MOHTa)Xa CUYUTbIBATENSA CO CYETUMKA BOAb;

e nepepada xypHanos no cetn LoRaWAN no 3anpocy;

e MOACYET OCTATOYHOM EMKOCTW 3fIEMEHTA NMUTAHUS;

e N3MepeHue TemnepaTypbl BHyTPWU KOpnyca cyYMTbiBaTENS;

e nepepadva no cetm LoORaWAN pesynbTtatoB n3amepeHui, CornacHo nepuoay
nepegayu;

e BHeouepegHas nepegava npu nosiBieHNN cobbITus;

e BHeouepefHas nepegaya pesynbTaToB U3MEPEHUN NPU KPaTKOBPEMEHHOM
nogHeceHMn MarHuTa;

e NHOMLMPOBaHME NpoLecca ceTeBoro obmeHa.



1.3. OCHOBHbIe TeXHNYECKUE XapaKTepUCTUKU

1.3.1. OcHoBHble NapameTpbl NpuBeaeHbI B Tabnuue 1.

Tabnuua 1

MapameTp

3HauyeHue

MakcumanbHas
BpaLleHUs Ancka

peructpupyemas yacTtoTa

1 00./cek

[ANCKpeTHOCTb CYéTa

1 obopoT ancka

[nanasoH namepeHus o1 0 go 99999999
I'Ip_ep,en A0nyckaeMon OTHOCUTENBbHOW NOrpeLLIHOCTH +0.1 %
cyéta 060poTOB AUCKa '

Paamep yacoBoro xypHana, 3anvcen 744
Paamep cyTo4yHOro xypHana, 3anucemn 183
Paamep mecayHoro xypHana, 3anucemn 144
Paamep xypHana cobbITun, 3anucemn 250
[nanasoH YyacTtoT paguocurHana 860 — 1020 Ml'y,
Knacc yctpowctsa no cneundukauymm LoRaWAN A
Konunuyectso pagnokaHanos 8
BbixogHast MOLWHOCTL paguonepeaaTtymnka He bonee 25 mMBT
YyBCTBUTENBHOCTb NPUEMHMKA -138 pbm
AHTEHHa BCTPOEHHas
Cnocob noakntoyeHue K MK UART

MabapuTHble pasmepbl, MM:

Macca He Oonee:

CreneHb 3awmnTbl No FOCT 14254 :

Cpok cnyx6bl

He MeHee 12 neT

1.3.2. OnekTponuTaHue cuuTbiBaTENs OCYLWECTBASETCA OT BCTPOEHHOro

MCTOYHMKA TOKa.

1.3.3. Cpok HenpepbIBHOW paboTbl CYUMTbIBATENS OT OAHOrO 3NemMeHTa NuTaHus
3aBUCUT OT nepuoga nepegayun. CpegHuin cpok paboTbl OT OQHOrO dfieMeHTa NUTaHua

yKasaH B Tabnvue 2.

Tabnuua 2

Mepuon nepenaum

CpeaHun cpok
cunTbiBaTens, net

HenpepbIBHOM pPaboTbl

1 pa3 B yac 1,5
1 pa3 B 6 yacos 7

1 pa3 B 12 yacos 10
1 pa3 B 24 yacoB 14




1.3.4. Ycnosusa akcnnyatauyuu:

- TemnepaTtypa okpyxatouero so3gyxa ot 0 go nntoc 55 °C,

- OTHOCUTENbHAas BNaXHOCTb Bo3ayxa He 6onee 90 % npu Temnepatype nntoc 30 °C.
1.3.5. BHewHun Bug cuntbiBaTensa npeactaBfeH Ha pucyHke 1.

PucyHok 1. BHelHWI BUA cunTbIBaTENS.

2. NMPUHUUN PABOTbI
2.1. Pabota c MoaynsApHbLIM AUCKOM

CuntbiBaTenb noacynTbiBaeT 06OPOTbI MOAYNSAPHOrO AUCKA W BblUUCHISET
CyMMapHbI 06bEM BOAbI, NpoLlellen Yyepes BOAOCHETYMNK. CunTbiBaTEND OnpeaensaeT
HanpaBreHne BpaLleHNa aucka U B COOTBETCTBUMN C 3TUM yBENNYMBAET UMM YMEHbLUAET
nToroBoe 3HayeHMe OObEMa, a Takke MNOoACYMTbIBAET CyMMapHbii OObEM BOAbI,
npoweawen B 06paTHOM HanpaBfiEHUMN.

CuntbiBaTenb UKCUMpyeT NPOTEYKYy, €CfiM B TeYeHuMM 4Yaca npoucxoaut
HenpepbIBHOE noTpebnexHve Boasl MeHee 0.3 M3/u.

CuntbiBaTenb UKCMpyeT nNpopbiB, €CNKu B TeYeHUM Yaca npoucxoaut
HenpepbIBHOE noTpebnexHne Boasl 6onee 0.3 M3/4.

CuntbiBaTENb PUKCUMpPYET 0BpaTHLIN NOTOK, ECNN B TEYEHUM MUHYTbI B 0OpaTHOM
HanpaeneHun npowno 6onee 10 n. BoAbI.

CuutbiBaTENb (PUKCUPYET NPUNOXKEHUE MarHuTa npu NPUCYTCTBUM MarHUTHOrO
nons 6onee 4 MUHYT.

CuntbiBaTENb PUKCUPYET (PaKT AEMOHTaXa CO CHETYMKA BOAbI.

Bce 311 cobbITUSA 3aHOCATCA B XXypHan v nNpu nosiBAeHnn XoTs 6bl OAHOMO N3 3TUX
CcobObITUIN NPOUCXOAUT BHEOYepeaHas nepenadya AaHHbIX.

2.2. PaboTta B cetu LOoORaWAN

CuutbiBaTeNnb nogaepxusaet 2 cnocoba akTMBauum B CeTU:
. ABP (Activation By Personalization) - cuuTbiBaTenbs oTnpaBnsaeT aHHble No
cetn LoRaWAN npu ceaHce CBS3K, COrfiacHO HAaCTPOEHHOMY nepuoay nepenayu
AaHHbIX;
J OTAA (Over The Air Activation) - cuntbiBaTensb ocywecTsnseT 8 nNonbIToK
npucoeguHeHUs K ceTu B 3aJaHHOM Mpu HacTpoWMKe 4acToTHOM nnaHe. [pu
noslyyeHnn noaTeepxaeHus aktmeaumm B cetn LoORaWAN cuntbiBaTens Ha4nHaeT
OTNpaBNATb NakeTbl AaHHbIX. Ecnn Bce npefbigyuive nonbiTKU OKasbiBalOTCH
HeydayHbIMW, TO  cuyuTbiBaTenb  MPOAOIMKUT  OCYLLECTBMSATb  MNOMbITKM
npucoeuHEHUs K CeTU COrnacHoO HaCTPOEHHOMY nepuoay nepenadv AaHHbIX.
CuntbiBaTenNb ABNSAETCS YCTPOMUCTBOM Kracca A no knaccudpukaumm LoRaWAN.
CuntbiBaTtens nopaepxusaet pexum ADR («Adaptive Data Rate» wnu
«ABTOMaTUYECKOE ynpaBrieHne CKOPOCTbIO»).



CuunTbiBaTEND MOXET OTNPABMATL NAKETHI C NOATBEPXKAEHNEM M 6e3 Hero. Ecnu
cunTbiBaTeNlb HACTPOEH Ha OTNpaBKy MakeToB C MNoATBEPXAEHWeM, TO OH OygeTt
OTNpaBNATb nNaket 8 pa3 OO0 NONyyYeHus MOATBEPXAEHUS OT cepBepa cBs3n. Ecnu
noaTBepxaeHne He Gyaet nony4veHo 3a 3 ceaHca CBSA3WU, TO NMpU Cnefyolem ceaHce
cunTbiBaTenb OyaeT NbiTaTbCA 3aHOBO 3aperncTpupoBaThbCs B CETU.

Ecnu cuntbiBaTENb HE 3apPErMCTPUPOBAH B CETU, TO NOMbLITKA perncTpaunmn oyayt
NPOBOANTLCA C Nepuoaom 7 oHEN.

CornacHo nepuwopy nepefayn, cudiTbiBaTenb nepefaéT apxvMBHble [AaHHbIE,
CHSATble Ha Ha4yano Yaca no BHyTpPeHHUM YacaM. Npu nepegade gaHHbIX UCMOMNb3YOTCA
AaHHbIE, CHATbIE Ha ONMXanLMi MOMEHT BPEMEHW, KpaTHbIA 3a4aHHOMY B HAcTpoOMKax
WHTepBarny nepegadu:

npv nepuoae nepegayn 1 4yac — nepegaroTcs AaHHbIE Ha Havyano TeKyLero yaca,

npu nepuoge nepegaym 6 4aca — nepegatotca aaHHble Ha 00:00, 06:00, 12:00,
18:00,

npu nepuoae nepenayun 12 yacos — nepegarotca AaHHble Ha 00:00, 12:00,

npu nepuoae nepegayun 24 yaca — nepegatotca gaHHble Ha 00:00,

ecnv nepuoa nepegayum 3agaH MeHee Yaca, To nepefarTcs TEKyLMe AaHHbIe.

Kaxgble 3 gHA cunTbiBaTENb NepenaéTt nakeT co CBOMM TeKylleM BpemeHeMm. B
Crniy4yae pacxoXxaeHust 3Toro BpeMeHM OT CEPBEPHOro, CepBep B OTBET Mpu CrefyoLem
ceaHce obMeHa MOXeT nepefaTb NaKeT C KOPPEKLMNEN BPEMEHMN.

Mocne peructpauMm B CeTM W N0 3anpocy cuYuTbiBaTenb nepedaéet
MHOPMaLMOHHbBIN NakeT, coaepXaluin JaHHbIe O Npou3BoauTene, MOAenn CHETYMKA,
AaTty npous3BOACTBa, YCMOBHbLIM HOMep annapaTtHow peanusauumn, Bepcuto MO wu
npoTtokona obmeHa, OCTaTOYHbIN 3apsg SNeMeHTa NUTaHUSA, KOMN-BO OTNpPaBfieHHbIX
nakeToB.

2.3. Wupgukauma v ynpaBneHue

CunTbiBaTENb MMEET CBETOAMOA, OTO6pa)Ka}OLU,I/II7I npouecc pa6OTbI B CeTu: npu
nepegave gaHHbIX NponcxoanT cBe4yeHne ceetoanona, I'IpW-IéM ONMNTENbHOCTb CBEYEHUA
COOTBETCTBYET OJIUTENIbHOCTU nepeaadn.

Tak e cunTbiBaTENb MMEET AaTyYMK Xonna. an/I nogHeceHn MmardHnta K AaTyuky
Ha BpemMa OT 1 oo 5 cek,, NMPONCXoaANT KOPOTKaA BCIMbilLKa cBeToaunoada, 3atemMm npu
yaaneHmn MmarHnuTa I'IpOI/I3OI7I,EI,éT BHeo4epeaHada nepenadvya gaHHbIX, I'IpW-IéM nepegarTcad
TeKylne noKasaHu4. an/I vyaoepxaHnn marHuta ot 5 cek,, npouncxognTt 2 KOpPOTKUe
BCMNbILLKKXA, Nocrne yaaneHnd mMardunta npoucxogut nepepernctpaunum cHMutbiBaTend B
ceTu.

[Mpn CHATUM CYUTBLIBATENSA U yOAEep)XaHUW MarHuTta 5 cek npoucxoauTt obHyneHue
nokasaHun. 3TO MHANLMPYETCS YacTbiM MUraHUEe CBETOAMOOa B TEYEHUMU 2 CEK.

2.4. AKTuMBauua cuumTbiBaTens

Mpwn BbINycKe M3 NPOM3BOACTBA CYMTbIBATENb HAaXOAWUTCS B HEaKTUBHOM
COCTOSIHUW, T.€. He BeAETCa nepeaada AaHHbIX No ceTu. [Ans akTuBauumn cymTbiBaTeENS
HeoGXxoanMOo K HeEMY NOAHECTM MarHuT Ha Bpemsi 6onee 5 cek. lMocne yaaneHus marHuTa
OyaeT npousBedeHa nepedada AaHHbIX, NGO perncTpaums B ceTu, B 3aBUCUMOCTU OT
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BblGpaHHOro cnocoba aktusauumu. lNMpouecc nepenayn MoXHO HabnaaTb MO MUraHUIO
cBeToaMoaa Ha nnarte cyuTbiBaTens.

AKTUBaLNS TaK e NPOUCXOAMT Npu obHapyXeHun AByx 1 Gonee o6o0poTOB AMCKa
3a MUHYTY.

[1nsi BHECEHMSA HavanbHbIX NOKa3aHWI Nocre YCTaHOBKU CYUTbIBATENS HA CYETYMK
HeobXoaAMMO MOAHECTM MarHuUT K CUYMTbIBATENno Ha 5 C., MpyM 3TOM [JOSDKEH 4acTo
3amuraTb CBETOOMOA B TE€YEHUN 2 C. U Npon3onaéT obHyneHne cuyétumka. MNocne atoro
MOXXHO nepeaaTb Ha4YanbHOe 3HayYeHne Yepes KoHurypaTtop.

3. HACTPOUKA CUYUTbLIBATENA

3.1. [lns HacTporkn HeobxoaMMo:

- nepexogHuk USB-UART,

- NepCcoHarnbHbIA KOMMNbIOTEP C YCTAHOBSIEHHBbIM ApanBepoM AN NepexofHuKa u
nporpammon «KoHdpurypatop». KOHpurypatop MOXHO ckayaTb C carTa chronosmeter.ru
B pasgene «[llporpammHoe obecneyeHune», «llporpammbl AnNa MNycKo-HanagouHbIX
paboT».

3.2. TlogcoeamHnte K pasbeémy «XS2» cumTbiBaTens npeobpasoBaTtens USB-

UART, 3anyctute nporpammy «KoHdurypatop».

KoHgurypatop Kongpurypatop Kongpurypatop Konepurypatop KoHgpurypaTop Kongpurypatop KoHgpurypaTopet
TputoHa Bopend Bopein GSM Bopen LoRa CHNY RS485 CUNY MBus LPWAN

Onpoc npuSopos

3.3. B nporpamme «KoHdpurypatop» Bbibepute «KoHdurypatopsi LPWAN».

Oxpyxenwe Wngpoprmaumn CoctoaHme cuérumka MokazanuA
COM nopt ans ceszm CepuiiHeli HoMep | 12345678 | Peructpauma g ceTh C] OcHoBHbIE NOKa2EHWA, N | 44.0 E‘:
COM4 hd
[:l:l Bepow M0 | 0711 | 3aperncTpUpOBaEH B CETU m HauaneHoe ZHaUSHME, N |34.D E‘:
3aKpuiTe NopT
Uneruguxatop MO | d26 | Mepenayqa AaHHLX @) O6paTHLI 06LEM. N |10 E]'
Homep céopkm M0 | oood | YpoBeHs cUrHana ‘_*91 nBm ‘ Bec o6opoTa aucka, n | 10 :E'
Bepews npoTakona | 0002 | S;::::a:Hﬁn EMKOCTh 3MEMEHTa ‘:95 o ‘
YCROBHEM HOMED | a40a | KonwuecTeo oTnpaeneHHex
annapaTHOM peanus ConBWEHNiA ‘ 1192 ‘
MNpawzeoontens | 000 "SET" |
Monens | LPWAN reader | Cepamc
Oata npouzsonctea | 25012021 04:50 |
HacoBo# NoAc. MUHYTE AKTVBELMA NEPHOL. KANMEPOBKK
‘ 180 EJA 3anuce
5.2 DeaxkTvBaLya NEpUOL KENWEPOEKK
Yace peansHoro epemMenn UTC O6HoeneHue M0

Natawespema

[10.022021 130106 =

CuHxpoHuzauma ¢ MK

OTUETHEIEA feHL
Fs
CR—

MNMepron nepenaun

|MMH hd ‘
ER] -

3.4. Ha nepson Bknagke B none «OkpyxeHney» Bbibepute COM-noprT,

cooTBeTcTBYOWMIN NnepexoaHnky USB-UART un oTkponTe ero.
7



3.5. B none «MHpopmauna» HaxxmuTe KHOMKY «YTeHne», JOMKHbI 3anofHNTLCA
nons HcopmaLmm o cunToiBaTene.

3.6. YcTaHoBUTE BpeMsi B cyuTbiBaTene, Ans 3Toro B nosie «4Yacbl peanbHOro
BpeMeHn» yctaHoBuTe cbnaxok « CuHxpoHusauma c MKy, nmbo BBegnte Bpems Bpy4dHYH
N HXXMUTE KHOMKY «3anucb.

3.7. B none «OTYé€THbIN OeHb» 3aganTe OeHb Mecsilua, B KOTOPbIN OOSKHbI
3anucbiBaTbCA JaHHbIE B MECSYHbIN XXypHar.

3.8. B none «[lNepuop nepegayn» 3agante nepuog nepenayvv aHHbIX B Yacax,
nmbo B MUHYyTaXx.

3.9. 3apante yacoson nosic. OH Heobxoamm B criyyae, ecnm cepBep cyuTaeT
Bpemsi no UTC, a B )KypHarnbl HY>XHO 3anncbiBaTb B COOTBETCTBUN C MECTHBIM BPEMEHEM.

3.10. B none «[lNokasaHus» 3aganTte Bec obopoTta u nokasanus. lpu 3anucm
HavasnbHOro 3HayeHusi, oHo ByaeTt npnbaBfeHo K OCHOBHOMY MOKa3aHUIo.

3.11. Tllocne OKOHYaHUA KOHUIYpPUPOBaHUSA, ANA NPOBEPKM 3anmcaHHbIX
HaCTPOEK, HAXXMUTE KHOMKY «YTeHue».

3.12. B none «CepBuC» MOXHO 3anycTuUTb NPoOLECC perucrpaumm B ceTu uUnm
nepefayv aHHbIX Ha cepBep. Tak e MOXHO eaKTUBMPOBaTb paguo Ansi SKOHOMUK
nutaHusa. [pyn aTomM cumnTbiBaTenb He OyaeT nepefaBaTb AaHHble OO0 MNOSBIEHMS
COBbITUIN: MBMEHEHNE NOKA3aHUSA UK NPUNOXEHWNE MarHuTa.

3.13. B none «CocCTosiHMEe» MO HaxaTuUl KHOMKU «YTeHne» mHauuumpyeTcs, B
KakOM pexuvme HaxoAuTCsl CYMTbIBaTenNb: 3aperMcTpupoBaH v OH B CeTU, UOET Nu
npouecc nepegaydn gaHHbIX U MAET N Npouecc perncTpaumm B CETU.

3.14. Tllepengute Ha Bknagky «LoRaWan». 3gecb MOXHO cuuTbIBaTb
ngeHtupukatop cetn, agpec ycrpouctBa B cetu (devAddr), yHMKanbHbIN
naeHtudukatop ycrponctesa (DevEUI), naeHtudukatop npunoxenus (AppEUI), knoy
npunoxeHusa (AppKey), knody ceccun cetn (NwkSKey), knwo4 ceccum npunoxeHus
(AppSKey).

Wpentndukauma YacToTHBIA nnaH CropocTb o6MeHa

Wneutupmkatop cetn Yactora kanana 1 ‘SF!Z - |
(00000000 \ (68900000 |
MomHOCTE NepenaTyvKa
Anpec ycrpoctea B cetw (devAddr) Yacrora kanana 2 hsﬂ - |
(12345679 \ (869100000 |
HacTpoikm cetn
WMneutugukaTtop ycTpoictea (DevEUI) YacTtoTta kaHana 3 MoaTeepxaeHne nepeaun
‘ 70b3d51c100000b4 ‘ | 868900000 | AnanTWBHAERA CKOPOCTE Nepensaqu
WMneHtngukaTop npunoxenun (AppEUI) YacTtoTta kaHana RX2 Tun cetn
[ 7003511020001 ] 863100000 | © osuccreerian
o TNokaneHaa
Kniou npunoxenus (AppKey) YacToTHuE NnaH
[2b7e151628aed2abab7158809cHBe | © Pyunonsson ChocosperncTpaiie
- OTTA
RUG64 o
Knou ceccum cetm (NwkSKey) O O ABP
() Eusss
[2b72151628asd2ababf71568809c4 3 | = =
Kniou ceccnn npunoxexnn (AppSKey)
[2b7e1516283ed2262b7158509c17890 |

3.15. B none «YactoTHbin nnaH» BblbepuTe npeayCcTaHOBIIEHHbIE YACTOTHbIE
nnaHbl, MMbo 3aganTe YacToTbl KAHANOB BPYYHYHO.

3.16. BblbepuTe HayanbHy CKOPOCTb 0OMeHa, SF12 — MMHMMarbHas CKOPOCTb,
SF7 — makcumarnbHas.

3.17. Bblbepute MowHOCTb Nepenaydn B dBm.



3.18. YcraHoBuTe dnar «lloateepxaeHue nepegayn», ecnu tTpebdyetcs. MMpu
3TOM cuuTbiBaTENb OyAeT genaTb HECKONbKO MOMbITOK nepefaTtb AaHHble, MOKa He
NpUAET noaTBepXaeHne oT cepeepa. MakcumanbHOe KONMYeCcTBO NonbITOK — 8.

3.19. YcraHoBuTe nar «AganTvBHasi CKOpPOCTb nepefaym», ecnv Tpebyetcs.
Mpn atom ckopocTb nepefayn OydeT nopcTpamBaTbCs MNO4 YCOBUS MPOXOXOEHUS
curHana go 6asoBon cTaHumu.

3.20. Bblbepute 1N ceTu, B KOTOpoKn paboTaeT 6asoBas cTaHUUS.

3.21. Bblbepute cnocob perncrtpauumn B ceTu.

3.22. HaxmuTe KHOMKy «3anuncby.

3.23. [obaBbTe cunTbiBaTENDb HA cepBep CBA3N. [pnumep HacTpoek ans obmeHa
co cnocobom aktmBaumm OTAA NpuBeAEH Ha PUCYHKAX HUXKE.

Owver-the-air activation (OTAA)

Application identfier (AppEUI)
0102030405060708
Application key (Appkey)

2B7E151628AED2A6ABF7158809CF4F3C

Main settings

End-device name
CuymteisaTens 00000001
End-device identifier (DevELI)
7OB3D51C10000001
End-device class
Class A v
End-device group

Test
Adaptive data rate

Enable server ADR
Preferred data rate

DRS W
Preferred transmit power

8 dBm W



Device RX settings

R window

2 W
Rl delay

is W
R¥Z data rate

DRO w

Join accept delay 1

5s v

Regional settings

Frequency plan

Ne Frequency Enabled
1 FIXED ¥
2 FIXED <
3 FIXED L
4 264108600 L
5 264300600 L
g 26456280609 L
7 264699608 o
8 264500080080 L

RX2 Frequency, Hz

869100000

3.24. Bknagka «[lokasaHua» nos3BonsieT 3ajaBaTb W KOppPeKTUpoBaTb
HavarnbHble U TeKkyLMe NoKa3aHUs CHUTbIBaTENS.

3.25. TllogroToBbTe TeKCTOBLIM hann ¢ Homepamu DevEUI n yctaHaBnnBaembiMu
3HadyeHusmn. dann [ormKeH coaepxaTb CTpokn Buaa: «<DevEUI>;<3HaueHne>y,
Hanpumep

70B3D51C100000B5;2
70B3D51C100000B4;34

dann MOXHO NonyyYuTb, coxpaHuB Tabnuuy Excel B popmate CSV. Konuyectso
CTpOK B hawnne gormkHo bbiTb He 6onee 500.
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3.26. B none «Cepsep» 3anuwute IP agpec n nopt cepsepa CBSA3W, FIOMMH U
naposib Nonb3oBaTens cepeepa CBA3W.
Cepeep MNMokazanma

P 3anasaemoe Nata o6HoB. Twun [artanocnenHero [locnenHee

3HaueHwen cTartyca nak. nokKazadH A Mokaz.n

Port

70B3D51C100000B5 24 2021-02-11 10:09:34 | DataValid 7

Login

70B3D51C100000B4 345 2021-02-11 10:08:19 | Done 2021-02-11 04:08:19 |44

Passwords | saanse 70B3D51C100000B6 2021-02-11 10:09:34 | ErFileValue

|| =

|~

2021-02-11 10:09:34 | ErFileDevEUI

CoxpaHuTts napans ||

Disconnect

Popmar cpaiina: DevEUL3HaueHne | OTKDHITE hafn |

MNapameTpel 2anaHna

Tunnketa " Hau. axau. (10) | ¥ | Mepuon onpoca cepesepa, MUH | 10 E: .
WneHT. kKoMaHak! ‘:% ﬂ MNoBTopHaR oTNpaBka
Bec o6opoTa ‘ 10 B:

| Mpumenis -

3.27. Haxmute kHonky «Connect», B CTPOKE COCTOSHWUA AOSDKHO MNOSABUTHCA
coobLeHune, 4To coeJMHEHNE YCTaHOBIIEHO.

3.28. Haxmute kHonky «OTKpbITb (panni» M BbibepuTe co3gaHHbIi hann ¢
yCTaHaBnNMBaeMbIMK 3Ha4YeHNaAMN. B okHe «[MokasaHna» gomkHa oTobpasntbcs Tabnuua
C NOKasaHnAMM.

3.29. BblbepuTte TMN Naketa:

«Ha4vanbHoe 3HayeHne» - 3anuLIeTcsl HavyarnbHoe 3HavYeHne, CHETYMK 0BOPOTOB MpK

3TOM HEe MEHSIEeTCS;

«KoppeKTnpoBKka 3Ha4YEHNSA» - UISMEHSETCHA CHETYNK OOOPOTOB Ha yKa3aHHOE YUCIIO;

«YCcTaHOBKa 3Ha4YeHUsi» - B CHETYMK ODBOPOTOB 3anMUCbIBAETCHA YUCMO C YY4ETOM

YCTaHOBMNEHHOro paHee HavyanbHOro 3Ha4eHus.

«MO» B TMNe naketa O3HA4YaeT, 4YTO KOMaHOa WMeeT AOMNOSHUTENbHbIN
naeHTUUKaTop, N0 KOTOPOMY MOXHO OQHO3HAYHO OTCMEeaUTb MPOXOXKAEHNE KOMaHAbI.
Tak ke 970 NpegoTBpaLlaeT NOBTOPHOE BbINOSIHEHME KOMaHL, cYMThIBaTENEM, B Criyvae,
€CNnun Takne KoMaHabl ¢ ognHakoBbIMU W[ OH NONy4YnT HECKONBLKO pas.

Mpyn MOHTaxe cuyuTbiBaTENS HA CHETYMK PEKOMEHOYETCS BbINOMHUTL crneayloume
AencTeus:

BHECTU CYMTbIBATENb Ha cepBep CBA3N,

nocrie MOHTaxa nogHecTM MarHuT Ha 5c¢ unu boree, Noka He NOSABUTCA YacToe
MUraHue ceetoamona — npy 3ToM OBHYNNTLCA CHETYNK 0BOPOTOB,

npu ycTaHOBKe 3HayYeHuns BbibpaTb TUM naketa «HavanbHoe 3HaveHue (MO)».
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3.30. Haxmute kHonky «[1puMeHUTb» - KOMaHAbl OyayT oTnpaBneHsbl Ha cepeep
N HAYHETCA OTCNexuBaHMe npouecca NPOXOXAeHUs KoMaHg. JTo byaeT oTobpaxaTbes
B konoHke «Ctatyc». Ecnu komanga ©OygeT BbiNonHeHa, TO B cTaTyce MNosIBUTCSA
coctosHmne «Doney, a Takke Tekyllee nokasaHue ¢ AaToWn NofyyYeHnst nokasaHus.

3.31. Ecnu ecTb HE0GXOANMOCTL MOBTOPHOWN OTMPaBKM KOMaHA, HaXXMUTE KHOMKY
«lMpepBaTby», ycTraHoBUTE ranoyky «lMoBTopHas oTnpaBka» M HaxmuTe «pUMEHUTbY.
KomaHabl 6yayT oTnpaBneHbl TEM CUYMTbIBATENSIM, OT KOTOPbLIX HE MOMyYeH curHan o
BbIMOSTHEHMM KOMaHAbl B NpeAblayLem LmKIe.

4. NMPOTOKOIJ1 OBMEHHA NO CETU LORAWAN

B nonsix, coctoslwmMx U3 HeCckonbknx 6anT, NCNonb3yeTcsa NoOpsiAoK CrieoBaHUs
little endian.

4.1. lMepunognyeckne nokasaHus nepefarwTca cyuTbiBaTeneM Ha nopT 2.
CTpykTypa nakeTa 3aBUCUT OT COCTOsIHMSA pnara «[lepenasaTb obpaTHbI 06BHLEMY». B
Tabnuue 3 nokasaHa CTPYKTypa naketa cO cOpoleHHbIM doriarom, a B Tabnuue 4 ¢
YCTaHOBMNEHHbIM.

Tabnuua 3
Paswmep, 6ant OnucaHune nons
1 Twn naketa = 1
1 Pac4yéTtHas octatoyHas éMKocTb baTtapeun, %
1 Temnepatypa, 'C
dnarn Hann4ns Bo3OenCTBUS BHELLIHErNO MarHUTHOMO NONs:
But 0 — B TekyLiem vace,
But 1 — B TekyLux cyTkax,
But 2 — B TekyLemM OTYETHOM MecsLe
dnarn oTCoeaANHEHNE CUMNTBIBATENS OT CYETUMKA:
But 0 — B TekyLiem vace,
But 1 — B TekyLux cyTkax,
But 2 — B Tekyem OTH4ETHOM MecsLe
Bpemsi cHATUSA nokasaHui, nepedaBaeMblX B NakeTe B
dopmarte unixtime UTC
dnarn yteyku:
But 0 — B TekyLiem vace,
But 1 — B TekyLux cyTkax,
But 2 — B TekyLeM OTYETHOM MecsLe
dnaru npopbiBa:
But 0 — B Tekywiem vace,
But 1 — B TekyLux cyTkax,
But 2 — B TekyemM OTHETHOM MecsLe
4 Tekyuime nokasaHus
MoaTeBep)xaeHne NakeTos
1 1 — BKNIOYEHO,
0 — BbIKNIOYEHO
Mepuog nepenaum:
1-1vac
2 — 6 yacos
3 — 12 yacoB
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4 — 24 yaca

Mepuog cbopa gaHHbIX:
1-1yac

2 — 6 yacos

3 - 12 yacoB

4 — 24 yaca

YacoBou Nosic B MUHyTax

Tabnuua 4

Paswmep, 6ant

OnucaHue nong

1

Tun naketa =10

1

Pac4yéTtHas octatoyHas éMKocTb baTtapeun, %

1

Temnepatypa, 'C

dnaru Hannuusa BO3AENCTBUS BHELUHEro MarHUTHOro Nons:
But 0 — B TekyLiem vace,

But 1 — B TekyLux cyTkax,

But 2 — B TekyweM OTYETHOM MecsiLe

dnaru oTcoeanHeHne cHUTbIBaTENS OT CHETYMKA:
But 0 — B TekyLiem vace,

But 1 — B TekyLux cyTkax,

But 2 — B TekyweM OTYETHOM MecsiLe

Bpems cHATUSA nokasaHuK, nepeaaBaeMblix B NakeTe B
dopmarte unixtime UTC

dnarn yteyku:

But 0 — B TekyLiem vace,

But 1 — B TekyLux cyTkax,

But 2 — B TekyweM OTYETHOM MecsiLe

®naru npopsiBa:

But 0 — B TekyLiem vace,

But 1 — B TekyLux cyTkax,

But 2 — B TekyweM OTYETHOM MecsiLe

dnarn obpaTHOro nNoToka:

But 0 — B TekyLiem vace,

But 1 — B TekyLux cyTkax,

But 2 — B TekyweM OTYETHOM MecsiLe

TeKyu_l,me NOKa3aHnA

N

O6paTHbIn 00bEM

MoaTeBep)xaeHne nakeToB
1 — BKIOYEHO,
0 — BbIKITHOYEHO

Mepuog nepenaum:
1-1yac

2 — 6 yacos

3 - 12 yacoB

4 — 24 yaca

Mepuog cbopa gaHHbIX:
1-1vac

2 — 6 yacos

3 —12 yacosB

4 — 24 yaca
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| 2 | YacoBoii nosic B MMHyTax

4.2. [MakeT ¢ 3anNpoCcoOM KOPPEKTUPOBKN BPEMEHU NEpeaaETcs CYMThIBATENEM HA
nopT 4, CTPyKTypa NakeTa nokasaHa B Tabnuue 5.

Tabnuua 5
Paswmep, 6ant OnwucaHue nons
1 Tun naketa = 255
4 Bpemsi bopmupoBaHus naketa B gpopmate unixtime UTC
4.3. [MakeT ¢ KOPPEKTUPOBKOM BPEMEHU NepeaaeTcs NPUNoXeHMem Ha nopr 4,

CTPYKTypa NakeTa nokasaHa B Tabnuue 6.

Tabnuua 6
Pasmep, 6ant OnwucaHue nons
1 Tun naketa = 255
8 BenunyuHa B cekyHAax, Ha KOTOPYIO HY>XHO CKOpPpPeKTUpoBaTb
Bpems B npeacTtasneHnn Long Long Int
4.4. [MakeT ¢ HacTporkamMn nepenaéTcsa NPUNOXKeHMeEM Ha MopT 2, CTPyKTypa

nakeTa nokasaHa B Tabnuvue 7. B oTBeT cunTbiBaTESb HA MOPT 2 NOCbLINAeT Takon nakeT
CO BCEMMU HaACTPOUKaMW.

Tabnuua 7
Paswmep, 6ant OnucaHue nons
1 Tun naketa =4
1 NpoeHTudukaTop napameTpa
n 3HayeHne napameTpa
1 NpeHTudukaTop napameTpa
n 3HayeHne napameTpa

[MepeyeHb HacTpanBaeMblx NapaMmeTpoB NpmMBeaéH B Tabnuue 8.

Tabnuua 8
WpeHTudukaTop | AnuHa Onuncanune
napameTpa
OcCHOBHblE HAaCTPOWKN:
but 0 — cnocob pernctpayum:
0 - OTAA,
1 - ABP;
buT 1 — noaTBEpPXXOeHME NakeToB:
1 — BKIIOYEHO,
Oh 1 0 — BbIKMOYEHO;

butel 2, 3, 4 — nepuoa nepenauu:
1 -1 yac,
2 — 6 yacos,
3 — 12 vacos,
4 — 24 vaca;

but 5 — nepegaya obpaTHOro oobveEma:
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0 — BbIKOYEHa,
1 — BKMOYeHa
Kon-Bo NoBTOpPOB Nepeaayn AaHHbIX Npu

1h 1 .
OTCYTCTBUWN NOATBEPXKAEHMS O NPUEME
3h 2 Yacosou Nosic, MUHYTbI
4.5. MakeT 3anpoca apxuBHbIX JAHHbIX NepeaaéTca NPUNOXeHNeM Ha nopt 2,

CTPYKTypa naketa nokasaHa B Tabnvue 9. B oTBeT Ha 3anpoc cuyuTbiBaTENb NPULLNET
yKasaHHOe B 3anpoce KOSl-BO apXMBHbIX MakeToB. Ecnu kon-Bo 3anucen B XypHane
MEHbLLE 3anpoLUEeHHOro KONMYeCcTBa, TO CYMUTbIBATENb MNPULUMAET CTOMbKO MNakeTos,
CKOJbKO 3anvcen B XypHarne.

Tabnuua 9
Paswmep, 6ant OnucaHue nons

1 Twun naketa = 3
Tun apxmBa:
0 — vyacosowm,

1 1 — CyTOYHbIN,
2 — MECSIYHbIN,
3 — aBapumn

4 Bpemsi HayanbHoOM 3anucu B oopmate unixtime UTC

1 Tpebyemoe Konn4ecTso 3annucen

4.6. Koppekuunsa nokasaHusa nepegaétcs Ha nopT 2. CTpyKTypa nakeTa nokasaHa

B Tabnuue 10. B oTBeT cunTbiBaTENb NPULLMET NAKET C TEKYLLUMMU 3HAYEHUSIMN.

Tabnuua 10
Paswmep, 6ant OnucaHune nons
1 Tun naketa =5
4 BenunyuHa, Ha KOTOPYIO HY>KHO CKOPPEKTMPOBATL NoKa3aHus
oT -99999999 no +99999999
4.7. YcTaHoBKa nokasaHus nepegaétcs Ha nopT 2. CTpyKTypa nakeTa nokasaHa

B Tabnuue 11. B oTBET cunTbIBaTENb NPULLMET NAKET C TEKYLLUMMU 3HAYEHUSIMN.

Tabnuua 11
Paswmep, 6ant OnucaHune nons
1 Twn naketa =6
4 MNokasaHuna 0 go 99999999
4.8. 3agaHne HavanbHOro 3HaveHust ¢ naeHTudunkaTtopom Kkomanabl. Komanga

nepenaértcsa Ha nopT 2 ¢ TMnom nakeTa 7. CTpykTypa nakeTa nokasaHa B Tabnuue 12. B
OTBET CuuTbiBaTENb MPULINET MakeT, CTPYKTypa KOTOPOro nokasaHa B Tabnuue 13.
KomaHgon 3agaétca HadanbHoe 3HayeHue 6e3 yyéTta Beca 060poTa, Npy 3TOM CHETUUK
000poTOB AncKka He naMmeHsieTcs. Ecnu cuntbiBaTenb yxxe nosiydan Takyt KomMaHga C
Takum e maeHTudumkaTtopom, TO OoHa He OyaeT ucnonHeHa. KomaHga ucnonHsieTcs
CUMTbIBaATENSAMU C BEPCUEN NMPOTOKOMA He Huke 2.
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4.9. Koppekumnsa nokasaHus ¢ naeHTUmnkaTtopom KomaHabl nepegaércs Ha nopT
2 c Tunom naketa 8. CTpykTypa nakeTa nokasaHa B Tabnuue 12. B oTBeT cuntbiBaTENb
NPUWNET NakeT, CTPYKTypa KOTOPOro nokasaHa B Ttabnuue 13. KomaHgon 3agaétcsa
cMmelleHne cvétumka obopoToB Aucka 6e3 yyéTta Beca obopoTa B OOnbLUyd wUnu
MEHbLLY CTOPOHY, MPpW 3TOM Ha4vasnbHOe rnokasaHue He naMmeHsaeTcs. Ecnm cumtbiBaTenb
yXXe nosfydan Takyl KoMaHga C TakMMm Xe uaeHTudukaTtopom, TO OHa He byaeTt
ncrnonHeHa. KomaHaa NCnonHAeTCs cyMThiBaTENSAMU C BEPCUEN NPOTOKONA He Hke 2.

4.10. YcrtaHoBKa 3HadYeHuMss C uaeHTudukatopom KomaHngbl. KomaHga
nepenaértcsa Ha nopT 2 ¢ TMnom naketa 9. CTpykTypa nakeTa nokasaHa B Tabnuue 12. B
OTBET CuuTbiBaTENb MPULWINET MNakeT, CTPYKTypa KOTOPOro nokasaHa B Tabnuue 13.
KomaHgon 3agaétca HavanbHoe 3HadvyeHue 6e3 yyéTta Beca 06opoTa, Npu 3TOM CYHETUMUK
obopoToB aucka obHynsieTcs. Ecnun cuntoiBaTenb yxKe nonyyar Takyto KOmaHaa ¢ Takum
Xe wugeHTuukatopoMm, TO OHa He 6OygeT wucnonHeHa. KomaHga wcnonHaeTtcs
CUMTbIBaTENSIMUN C BEPCUEN NPOTOKONA HE HKe 2.

Tabnuua 12
Paswmep, 6ant OnucaHune nons
1 Tun nakeTta
2 NaeHTudurkaTop KoMaHgbl
4 3agaBaemMoe 3Ha4vyeHue
Tabnuua 13
Paswmep, 6ant OnucaHune nons
1 Tun nakeTta
2 NaeHTudurkaTop KoMaHgbl
1 PesynbTat ncnonHeHus: 1 — ncnonHeHo, 0 — He UCNONHEHO
4 3agaBaemMoe 3HavyeHune
4 Tekyuiee nokasaHune

4.11. CnyxebHas nHpopmauusa nepegaeTcs cuMTbiBaTENEM NpU pernctTpaunm B
ceTn unn npu NocTynneHun 3anpoca ot 6asoson ctaHumm Ha nopt 200. CtpykTypa
3anpoca npueegeHa B Tabnuue 14.

Tabnuua 14
Paswmep, 6ant OnwucaHue nons
1 Twvn naketa = 200

4.12. CrTpyKkTypa naketa co cry>kebHon nHcopmaumen npueegeHa B tabnuue 15,
nepenaetca naket Ha nopt 200. B pgaHHOM nakete MHoro6amTHble napamMeTpbl
nepegaroTcs crapwmm 6antom Bnepén (dpopmart Big Endian).

Tabnuua 15
Paswmep, 6ant OnucaHune nons
1 Twvn nakeTta: 200
1 MpnumHa oTnpaBku: «0» — permctTpaumnsa B cetu, «1» — No 3anpocy
16 Mpounssogutens, TekctoBoe none B kognposke ASCII
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16 Mogenb ycTponcTsa, TekctoBoe none B kognposke ASCII

4 [ata npoussoactea, popmat Unix Time

5 YcnoBHbIM HOMepP annapaTtHoW peanusaumn (ctapwun 6anMT — major,
MragLwmm - minor)

o Bepcua nporpammHoro obecneveHus (ctapwnin 6ant — major, MnagLmnn
- minor)

1 Bepcus npoTtokona obmeHa

1 PacyeTHasi octaTodHas eMKOCTb afieMeHTa nuTaHus, paspewenve 1 %
KonnyecTBO OTMpaBfeHHbIX CHETYMKOM COOOLLEHUA, OBLLUMIA CYETYUK

4 nepegady B agoup ¢ ydetom nepenostopoB NbTrans, npu nepesanpycke
He cOpacbiBaeTcs

5. MAPKUPOBKA U NMIOMBUPOBAHUE

5.1. Ha kopnyce cuuTbiBaTenNs pasMeLlaeTcs Haknenka, cogepkawas Moaenb
CuuTbiBaTENS, 3aBOACKOM HOMEpP, JOrotTvn npeanpuaTua-us3rotToBuUTenNs, TOProByro
mMapky, QR-kog ¢ DevEUI, AppEUI, AppKey.

5.2. Mocne coeanHeHns cYnTbIBATENSA CO CHETYMKOM BOAbl, MECTO COEAMHEHUS
nnoMbupyeTcs Haknemkon.

6. MEPbl BE3OINACHOCTHU

6.1. Ncnonb3oBaHHbIE NUTUEBbLIE 3NEMEHTBI OTHOCSTCS K cneunansHoOMy BUay
OTXO[OB.
BHUMAHUE!

e OJOnemMeHT nuTaHWs 3anpellaeTca 3apsbkaTb, BCKpPbiBaTb, 3aMblkaTb
HaKOpOTKO Ha BpeMsi 6onee 1 cek., Noakno4yaTb ¢ 06paTHOM NOMNSPHOCTLIO,
HarpeBaTb cBbile 100° C, noasepraTb BO3AENUCTBUIO MPSAMbIX CONMHEYHbIX
nyyemn.

e He pgonyckaeTtca pasmelleHne cunTbiBaTenNs B MNOMELLEHMAX C BIIAXHOCTbIO
6onee 90% npu Temnepatype nnoc 30 °C.

7. TEXHAWHECKOE OBCJTYXUBAHUE U NMOBEPKA

TexHuyeckoe chnymmsaHme CHUTbIBaTEN1A NPON3BOANTL HE peXe OAHOro pa3a B
rog. TexHuyeckoe O6CJ'Iy)KI/IBaHI/IG BKIMKOYaeT KOHTPOJIb KpenneHud, ygarneHune nboijin n
3arpﬂ3HeHMﬁ C ero Kkopnyca, CHATNUE N CBEPKY nokasaHumn.

8. ycnoeua XPAHEHUA N TPAHCINOPTUPOBAHUA

8.1. XpaHeHne cuuTbiBaTeNnss  AO/MKHO  MPOM3BOAMTLCA B YNaKoBKe
nNpeanpusaTUS-n3roToBUTENS NPU TEMNepaType OKpyXatoLlero Bosgyxa ot MvHyc 50 go
nntoc 55 °C n oTHocuTenbHoM BnaxHocTh Bo3ayxa 90 % npu temnepatype nntoc 30 °C.

8.2. CuntbiBaTeENb MOXET TpaHCNOPTUPOBATLCA NHOOLIM BMAOM 3aKPbLITOrO
TpaHcnopTa Ha nboe paccTosiHMe npu TemnepaType OKpyXawLllero Bo3gyxa oT
mMuHyc 50 go nntoc 70 °C 1 oTHOCUTENBbHOM BraXXHOCTK Bo3ayxa 95 % npu Temnepartype
nntoc 30 °C.
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8.3. an/I TpaHCNopTpoBaH BO3AYLUHLIM TPAQHCMOPTOM CHUTbIBATESb AOJTKEH
ObITb pa3mMelleH B otTaniinBaeMom repmeTn3npoBaHHOM OTCEKE BO3QYLUHOINO cygHa.
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